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apXUTEKTypy yIpaBbamba. OMacHOCT HacTaje Kaja Ce TEXHOJIOTHja pa3Bhja Oe3
HaJ30pa, TPAHCIAPSHTHOCTH M jaCHUX MEXaHW3ama 3allThTe TmpaBa rpabaHa.
YKOJIMKO HE MMOCTOje YBPCTU TPABHU OKBHPU Koju he 00e30eqmTH na TUrHTaiHe
TEXHOJIOTH]€ OCTaHy Yy CIOyxkOum JpymTBa, a HE EroBa HaI30pHA
HMHCTpyMEHTaIM3aIMja, He OyIy yCIIOCTaBJbCHE HE3aBUCHE MHCTHTYIH]E KOj€ MOTY
KOHTPOJIMCATH KaKO JIPXKaBy TaKO W Kopriopaiwje, U He Oymy w3rpahieHu mopenu
3allITUTe TPUBATHOCTH TpaljaHa, IUTHWTAIHA HHQPACTPYKTYpa C€ JIAKO MOXKE
TIPETBOPUTH Y HHCTPYMEHT MONH ¥ IOMUHAIIH] €.

Nebojsa M. Petkovic, PhD*

DIGITAL IDENTITY, DIGITAL WALLET, CENTRAL BANK
DIGITAL CURRENCY AND CARBON FOOTPRINT TRACKING
SYSTEMS — USEFUL TECHNOLOGY OR INFRASTRUCTURE
FOR CONTROL AND SURVEILLANCE?

Summary

The subject of this paper is the analysis of thati@nship between digital
identity, digital wallet, central bank digital cuency and carbon footprint
tracking systems, as key components of a modeitaldigfrastructure and
their convergence into a single digital infrastruct. Although these
technologies are most often presented as a meansoofernizing public
administration, increasing financial inclusion ansupporting sustainable
development goals, their increasing integrationses significant questions
related to privacy protection, concentration of mywand the possibility of
institutional oversight. Through a comparative aysi$ of national case studies
and relevant normative frameworks, the author seeksitically examine the
balance between the beneficial effects and poted@agers of these four
pillars of digital architecture, to point out legalnd ethical dilemmas and to
identify models for protecting citizens from abuse.

Digital identity, as a set of data and digital albmtes that enable the
identification of an individual in an electronic @rmnment, constitutes the first
constitutive pillar in the digital architecture tbugh which the analog
individual becomes visible to the system. As agoné@isite for access to public
services, digital identity creates a new form ofizen dependence, which
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becomes tied to the technological infrastructuretedmining the status within
the social community. In a drastically changed @picof sovereignty, the
citizen ceases to be a holder of rights and becameser of a system whose
existence is constantly approved and/or condition&tie digital wallet
represents a central user hub that connects identitinancial and
administrative functions into a single systems lthie most sensitive pillar of the
integrated digital infrastructure and its controbmponent. It enables access to
public services and system infrastructure, andh&t $ame time represents a
potential source of risk due to data collection @hd possibility of monitoring
financial activities.

The central bank digital currency, as the most ingo@t structural element
of the digital transformation of financial systemspresents both the greatest
innovation and the greatest challenge, as it galimisensions of power that no
existing form of money has ever enabled. A commaature of all digital
currency models, developed by central banks arotimel world, is the
possibility of increasing surveillance over the iindual, centralization of
economic power, and potential manipulation of paymsystems. Although
initially carbon footprint tracking systems, drivéy global trends and climate
policy, act as an instrument of responsible envimmental policy, they can
become the basis for the introduction of persomdliznvironmental quotas,
climate credits, and citizen profiling.

If digital identity, digital wallet, central bankigital currency, and carbon
footprint tracking systems are integrated into agbe digital infrastructure, it is
possible to form an algorithmic ecosystem that eots personal identity,
financial flows, and environmental norms into a ghn comprehensive
governance architecture. The danger arises whehnt@logy develops without
oversight, transparency, and clear mechanisms totggt citizens' rights.
Unless there are solid legal frameworks in place eonsure that digital
technologies remain at the service of society, eatthan its surveillance
instrumentalization, unless independent institudicare established that can
control both the state and corporations, and unlessdels for protecting
citizens' privacy are built, then digital infrastriure can easily be turned into
an instrument of power and domination.

Key words. Digital Identity, Digital Wallet, Central Bank Ditl Currency,
Carbon Footprint Tracking Systems, Social Credist&y,
Digital Surveillance.
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